Victor Sanchez

Pflugerville, TX 78660 | sanchezvictoral25@gmail.com | %4 (210) 803-9203 | ¢’ linkedin.com/in/victorsanchez125

Professional Summary

IT & Security professional with 3+ years in operations, access management, and compliance.
Currently active as a freelance consultant leveraging TypeScript, React, and Generative Al to deliver
secure, high-performance digital solutions. Proven ability to bridge technical gaps, resolve critical
operational issues, and drive user adoption. Seeking a role in Security Operations, Technical
Consulting, or Client Success.

Core SKkills

e Security & Cloud: Vulnerability Assessment, RBAC, Azure SSO, SIEM (Splunk, Dynatrace),
Incident Response, CI/CD Security, SSL/TLS, Risk Mitigation.

e Development & Tools: TypeScript, React, Astro, Zod, Tailwind CSS, Python, SQL, Generative Al,
Linux, Git/GitHub.

e Governance & Collaboration: Security Audits, Policy Enforcement, Phishing Awareness Training,
Stakeholder Engagement, Cross-functional Coordination.

Experience
Freelance - Web Developer & Consultant

Austin, TX | Sep 2024 - Present

e  Architect and deploy high-performance web applications using Astro, React, and TypeScript for
small business clients.

e Implement strict input validation using Zod and Type Safety to prevent data handling
vulnerabilities and ensure secure user inputs.

e Leverage Generative Al to streamline code generation and debugging, reducing delivery times by
~40% while maintaining code quality.

General Motors - Security Software Engineer
Austin, TX | Jan 2022 - Sep 2024

Managed RBAC and Azure SSO, maintaining compliance and reducing security risk.
Conducted phishing awareness and IT security training for end users.

Supported secure Azure migration, ensuring proper configurations and minimal downtime.
Assisted in vulnerability assessments, identifying and mitigating application risks.
Collaborated with teams to resolve security incidents and improve processes.

Netspend Corporation - Systems Operations Intern
Austin, TX | Jun 2021 - Aug 2021

¢ Enhanced monitoring with Splunk dashboards, reducing incident response by 20%.
e Resolved 15 system performance issues using Dynatrace, increasing uptime by 18%.
e Supported production applications, ensuring stability and adherence to ITSM best practices.

Education
University of Texas at San Antonio - B.B.A.,, Cybersecurity
GPA: 3.5 | Dean’s Honors | Jan 2021

Certifications & Languages
e Generative Al: Boost Your Cybersecurity Career

e Generative Al: Introduction and Applications: IBM
e  Generative Al: Prompt Engineering Basics: IBM



